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Message Text 

CONFIDENTIAL 

PAGE 01 ACCRA 02157 231141Z 
ACTION SY-05 

INFO OCT-01 AF-08 ISO-OO OC-06 CCO-OO SP-02 SS-15 A-01 
CIAE-00 INR-07 NSAE-00 /045 W 

232048Z 053733 /45 

R 230943Z MAR 77 
FM AMEMBASSY ACCRA 
TO SECSTATE WASHDC 7140 
INFO AMEMBASSY ABIDJAN 

CONFIDENTIAL ACCRA 2157 

ABIDJAN FOR RSO 

E.O. 11652: XGDS-2 
TAGS: ACOM. ASEC 

SUBJ: THE SECRETARY'S DIRECTIVE REGARDING MONITORING OR RECORDING 
OF ANY CONVERSATIONS 

I HAVE APPROVED TODAY THE FOLLOWING POLICY FOR THIS POST 
REGARDING MONITORING OR RECORDING TELEPHONE CONVERSATIONS: 

QTE: 1. A. THE CALL MUST CONTAIN A THREAT TO THE PHYSICAL 
SECURITY OF THE POST OR ITS PERSONNEL, OR TO U.S. CITIZENS 
OR PROPERTY (E.G., A BOMB THREAT AGAINST THE EMBASSY, A THREAT 
TO ASSASSINATE A VISITING U.S. OFFICIAL, OR A THREAT TO BOMB 
THE OFFICES OF A U.S. COMPANY), OR 

B. THE CALL MUST RELATE TO TERRORIST ACTIVITY DIRECTED 
AGAINST THE PERSON OR PROPERTY OF AN INDIVIDUAL OR GROUP OF 
INDIVIDUALS REGARDLESS OF NATIONALITY (E.G., KIDNAPPING DEMANDS, 
AIRCRAFT HIJACKING, AND HOSTAGE SITUATIONS). 

2. THE SWITCHBOARD OPERATOR WILL NOTIFY THE MARINE SECURITY 
GUARD ON DUTY DURING WORKING HOURS THAT A CALL IN CATEGORY 1 
ABOVE IS BEING RECEIVED, AND THE MARINE WILL TAPE THE CALL 
IF POSSIBLE. OUTSIDE OF DUTY HOURS, THE MSG WILL RECORD CALLS 
IN THIS CATEGORY. 

CONFIDENTIAL 

CONFIDENTIAL 

PAGE 02 ACCRA 02157 231141Z 


3. DEPENDING ON THE NATURE OF THE CALL, THE MSG WILL NOTIFY 
EMBASSY OFFICERS, AS APPROPRIATE, IMMEDIATELY. 

4. ALL RECORDINGS WILL BE REPORTED IN WRITING AND DELIVERED 
TO THE POST SECURITY OFFICER AS SOON AS POSSIBLE. 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 



Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 

5. THE POST SECURITY OFFICER WILL DETERMINE, IN CONSULTATION 
WITH OTHER EMBASSY OFFICIALS, IF THE RECORDING SHOULD BE 
RETAINED OR DESTROYED, AND REPORT THE INCIDENT TO THE 
REGIONAL SECURITY OFFICER OR DEPARTMENT, AS APPROPRIATE. 

THE DEPARTMENT MUST BE NOTIFIED IF THE RECORDING IS 
RETAINED MORE THAN 48 HOURS. 

REQUESTS TO INSTALL RECORDING DEVICES ON U.S. GOVERNMENT 
PREMISES ELSEWHERE IN THE MISSION MUST BE MADE TO ME 
AND APPROVED IN WRITING. UNQTE 
SMITH 


CONFIDENTIAL 


NNN 
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